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SECURITY TUTORIAL

Security Fundamentals

There are a number of security considerations in
conjunction with a ConsoleWorks installation.
Mainly, it is important to note that ConsoleWorks
does not displace any existing security mecha-
nisms, but rather provides additional opportunity
to enhance the enterprise environment for secur-
ing managed consoles/devices.

TECSys Development, LP (TDi) is ready to con-
sult and recommend specific configurations to
meet the variety of security requirements encoun-
tered with a ConsoleWorks installation.

Security topics covered in this document address:
- Administrator Account
- User Accounts
- User Profiles
- Profile Privileges
- Front Side/Back Side
- Browser Considerations
- Direct Serial Connections
- Console Server Connections
- Private Management Network
- ConsoleWorks Server Hierarchy

- Failover Server

Administrator Account

The ConsoleWorks Administrator account is a
ConsoleWorks user with the appropriate privileges
to administer the ConsoleWorks server. The de-
fault profile with administrative privilege is CON-
SOLE_MANAGER which has the ability to read,
write, control and delete user accounts, profiles,
and console/devices.

User Accounts

In order to access the ConsoleWorks browser in-
terface, a user must have a valid login account.
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This account is established by the ConsoleWorks
administrator and requires the user to enter a valid
username and password.

When setting up user accounts, the ConsoleWorks
administrator defines the user’'s ability to make
changes to his/her own account, the minimum
password length for the account, an expiration
date for the account, and the profiles that the ac-
count can use to gain console access.

Profiles

Profiles define the set of privileges that can be as-
signed to users within ConsoleWorks. The two
sets of privileges available are called Administra-
tive and Console. Users are granted the use of
one or more profiles in order to accomplish the
desired tasks. Aspects of a profile are:

- it can contain none, some or all of the privileges
available for the ConsoleWorks server;

- it can contain none, some or all of the privileges
available on each defined console within Console-
Works;

- same profile can be used by multiple users;

- multiple profiles can permit access to the same con-
sole;

- multiple profiles can be used by a single user, but not
concurrently.

Profile Privileges

ConsoleWorks Administrative privileges grant the
necessary access to manage the ConsoleWorks
invocation. These privileges include Read, Write,
Delete and Control for server functions (i.e. user
accounts, profiles, and consoles/devices.

- Read - The ability to read the server configuration
database. This allows a profile to look at all configu-
ration information, but not change it.

- Write - The ability to update console information
such as console, events and users. It does not im-
ply the ability to write to the console.

- Control - The ability to control the ConsoleWorks
server, shut it down, access the admin options on
the menu panel, expunge events and do other
admin related activities.
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- Delete - The ability to remove ConsoleWorks configuration infor-
mation. This includes deleting consoles, profiles, users, events,
etc.

Console privileges include Read, Acknowledge, Write, and
Control for console associated actions.

- Read - Allows the user to monitor a console.
- Ack - Allows the user to acknowledge active events for a console.

- Write - Allows the user to interact with the console, i.e., log onto
the system or device through the console port.

- Control - Gives the user the ability to purge events from a con-
sole and to send protected characters to it.

While the console privileges allow a user to establish a read/
write connection to a managed console, it is important to note
that ConsoleWorks does not circumvent any of the existing
security associated with that system. In other words, the user
attempting to access that system must have a valid account
on that system.

Front Side/Back Side

As related to a ConsoleWorks server, the two communica-
tions channels are utilized and should be considered in any
security discussion. Since ConsoleWorks is a web server ap-
plication, the communication from the user’s browser and the
ConsoleWorks server is referred to as ‘front side’ communica-
tion. The communication from the ConsoleWorks server to
the console port of the managed system/device is referred to
as the ‘back side’ communication. Further down, you will see
basic configurations from software encryption to hardware
solutions implemented to address both. Depending on the
environment, some combination of both may be appropriate.
TDi can assists customers with risk assessment and make
recommendations appropriately.

Browser Considerations

ConsoleWorks is a web server—thus an industry standard
browser serves as the user interface (Figure 1). This ‘front
side’ browser-to-server connection utilizes the hyper-text
transmission protocol (HTTP) which passes information in an
unencrypted format across the network. While this may be
acceptable most corporate environments, physical and proto-
col enhancements are available to tighten the browser com-

Local
Browser \ Remote
Browser

f

IP Network

ConsoleWorks

Internet

Figure 1

munications security.

Since remote access to the ConsoleWorks server from the
Internet is a useful capability, additional security should be put
in place through firewalls and virtual private networks.

Additionally, a Secure Sockets Layer (SSL) SSL Version 3
option (128-bit encryption) is available from TDi.

Direct Serial Connections

Since security on the browser side is one part of the equation,
it is important to understand the ‘back side’ security aspects
from the ConsoleWorks server to the managed device. One
way is securing the connection by a direct serial connection
between these two (Figure 2).
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The direct serial connection provides for secured physical ac-
cess to the serial console port on the managed system. While
desirable, this does limit the configuration to the number of
serial ports available on the ConsoleWorks server, and the
physical RS232 cable length limitation (approx. 50 feet). This
would be suitable to a small data center where all the systems
are in close proximity.

Console Server Connections

A console server (sometimes called Terminal Server) is the
most popular method for establishing the serial console con-
nection to the ConsoleWorks server (Figure 3). This 'back
side’ console connection through a console server is achieved
by connecting the console server to the network and connect-
ing the serial cable of the managed device directly to the se-
rial port on the console/device server. Console servers come
in a variety of configurations that typically support from 1 to 64
serial connections.

This type of connection has proved to be the most popular
connection method, since multiple data centers and an ex-
tended geography are easily supported by a single Console-
Works server.
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Console servers typically support either Telnet or Local Area
Terminal (LAT) protocols. They are assigned a network ad-
dress allowing ConsoleWorks to gain access to the individual
serial ports using the network address and individual serial
port number. The console server ports must be configured to
support the speed and characteristics required by the individ-
ual system to be managed.

Communication from the ConsoleWorks server to the man-
aged system console on the network would be either Telnet or
LAT. These protocols pass information in an unencrypted
format across the network. To secure this link, PseudoCon-
sole connector type and a customer provided SSH (Secure
Shell) Client on the ConsoleWorks server and a SSH-capable
Console Server are used.

Private Management Network

Physical network security may be maintained by implementing
a private management network (Figure 4) to address ‘back
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side’ communication. This hardware-based solution permits
the use of non-SSH capable console servers to provide man-
aged system connectivity.

Configuration of the ConsoleWorks server includes turning off
network routing in order to eliminate exposing the private net-
work and its traffic to the standard corporate IP network.

ConsoleWorks Server Hierarchy

Utilizing the InterServer connector console type, a hierarchy
of ConsoleWorks servers may be configured (Figure 5). The
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InterServer connector allows the consoles managed by one
server to be ‘forwarded’ to a second ConsoleWorks server.

This allows remote servers to be ‘collected’ at a central man-
agement point. Potentially more significant is the ability to
provide a backup dial-in capability to remote ConsoleWorks
servers if the network between the central management site
and the remove site becomes unavailable.

While appearing to be a combination of ‘front side’ and ‘back
side’ communications, the communication between the Con-
soleWorks servers utilizes the HTTP protocol and represents
a ‘front side’ issue. If encryption of these links is required,
then each server should have the Secure Sockets Layer
(SSL) option installed.

Remote dial-up capability to remote ConsoleWorks servers is
handled by traditional ‘challenge’ mechanisms. The Console-
Works server can then be administered via a command line
interface to assist in restoring normal operations.
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Failover Server

The Failover Server connector type within
ConsoleWorks allows setting up highly avail-
able configurations. Connections are estab-
lished between two servers with console defi-
nitions for the same set of managed systems.
If one of the servers fails or is not able to es-
tablish the ‘back side’ console communication,
the other server takes over.

The Failover Console configurations can be
designed to protect against ConsoleWorks
server failure (Figure 6) and/or network failure
(Figure 7).

The basic ‘front side’ and ‘back side’ commu-
nications are addressed with the techniques
previously discussed. The failover link be-
tween ConsoleWorks servers is a ‘front side’
issue. If encryption of these links is required,
then each server should have the Secure
Sockets Layer (SSL) option installed.

In Summary

Security is a fundamental consideration for
any ConsoleWorks installation and requires
careful attention. This brief technical docu-
ment attempts to provide a basic understand-
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ing of the issues and the mechanisms in
place.

The examples used in this document address
security issues and not necessarily address
availability. Please refer to other documents
in this series for this type of information.

As with any other installation providing critical
business functionality, the importance of the
design of your console management solution
using ConsoleWorks is strategic to your suc-
cess. Since 1994, TDi has helped our cus-
tomers implement quality solutions within the
framework of sound information technology
practices.

Need More Information?

For additional product information, design
assistance, a live demonstration, or current
pricing, please call 1-800-695-1258 or visit
our web site at http://www.tditx.com.
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